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3 Executive Summary

The automotive industry uses more and more electronically controlled equipment in passenger
cars that covers safety critical functionality. This leads to an increase of systematic failures and
random hardware failures. Many of those failures are able to cause harm to people. These safety
relevant failures shall be reduced to a level of unreasonable risk.

ISO 26262 contains a guidance to avoid or mitigate the risks caused by safety relevant failures by
providing appropriate requirements and processes.

Currently the automotive industry is applying the requirements and processes specified in the
ISO 26262 to provide new systems that are able to avoid the increasing risks or at least mitigate
them to an appropriate level.

The objective of this document is to analyze existing models like EAST ADL, SysML or AUTOSAR
with the requirements given in the ISO 26262 part 4 and part 6. The result of this analysis shall
provide input for creation of the SAFE meta-model that can be used to describe safety relevant
systems in scope of ISO 26262.

The solution that is described in this document is the update of already provided document
D3.2.1.c [9] and shall be used as a starting point for discussion with other users of EAST ADL,
AUTOSAR and I1SO 26262 to find an effective solution that is easy to use in future development
projects.

EAST ADL AUTOSAR
Error- System- — Software Units
Model Model System-Template (Software Safety Mechanisms)

SAFE-E meta-model
Safety-Extensmns (ISO 26262)

Safety Activities

Functional Hazard and Interfaces from
Safety Risk Error Model Safety Case — > Activities to work

products

SAFE-meta-model
(ISO 26262)

Tescal}glcal Implementation Interfaces from work
ty products to SAFE
meta-model artifacts

Figure 1: overview meta-models
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4 Introduction

Up to now the automotive industry is already doing systematic failure analysis. But now the
ISO 26262 defines the need to avoid unreasonable risk. Therefore this kind of analysis is getting
more important for future automotive development projects.

The increasing use of electronically controlled equipment in the car leads to a changed behavior of
the driver. Actions of the driver are guided by electronically controlled features, e.g. adaptive cruise
control, electronic stability control, etc. All these features are able to help the driver to handle
critical traffic situations. In a time of increasing number of cars on the road and increasing diversion
for the driver during driving on the road, the driver trusts more and more in the new features of the
car. All these topics lead to a changing of the common level of reasonable risk.

Based on the fact that unreasonable risk depends on a certain context according to valid societal
moral concepts the automotive industry recognizes the challenge to handle the environmental
context during development. The actual level of unreasonable risk in the target market of the
vehicle in development is a new topic that shall be established in the already existing development
process landscape.

Therefore this document describes the safety analyses as a central topic of the development of
safety relevant products in scope of ISO 26262 to identify the safety relevant failures that are able
to cause the hazardous events and to provide evidence of the effectiveness of the implemented
safety measures in the item.

Hazard Analysis and safls Safety Measure —deve 5. safety Activity ma,;g';‘te
Risk Assessment |
preliminary check
architectural effectiveness
assumptions \1/
derive Safety Mechanisms realized by
Hardware
evaluation criteria ) Technical
Saft B random hardware failure safisfy Solution
result élol:tly derive -, target value hardware
| single-point fault metric Safety Analyses software
. . ST T — T T T
avoid latent fault metric | Architectural Element \I s other
! SAFE-System rg° fechnoloay
| ) | -
injured | |
person I isensor| 1+ 1.+ | +Controller  1.* [+Actuator |
| detect,
lead to | handle
I Sensor Controller Actuator |
\ l l
__________________ -
random
Hazardous Event ‘ ideniify hardware failure
iaentr
unintended function during =
L 5 (e.g uninteded systematic
steering) \ / failure
operational o
situation Safety critical failures
1\ lead fo |

Figure 2: Safety Analyses as central topic during development of safety relevant items in
scope of ISO 26262
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4.1 Abbreviation, Special Terms, Acronyms

The following table describes the special terms used in this document.

Abbreviation/

Acronyms Description

ASIL Automotive Safety Integrity Level

AUTOSAR Automotive Open System Architecture

ASW Application SoftWare

BSW Basic SoftWare

Component A component is an element of system that contains a single
functionality (e.g. steering, break, powertrain, chassis ...). The
component can consist of hardware elements, software elements,
systems, sensors, actuators ... Therefore the component contains all
elements to fulfill the specified function.

EAST-ADL Electronics Architecture and Software Technology - Architecture
Description Language

Element Element is a term that is used on each architectural level in a different
way.
At system level (e.g. system = vehicle) a system element is one part of
the vehicle (e.g. wheel, window, mirror ...)
At component level (e.g. component = powertrain) the element is one
part of the powertrain (e.g. transmission.
At part level (e.g. part = uC) the element is one part of the uC (e.g. a
pin)

FAA Function Analysis Architecture

FDA Function Design Architecture

Hazard A hazard is a potential source of physical injury or damage to the

health of persons caused by malfunctioning behavior of the item

Hazardous Event

A hazardous event is a combination of a hazard and an operational
situation.

Operational situation

An operational situation is a scenario that can occur during a
vehiclebs |ife.

preliminary Preliminary is used to classify the maturity of an element. It means
that the element is not finally verified or validated.
RTE Real Time Environment

safety relevant failure

Safety relevant failures are failures that are identified during safety
analyses to have the potential to lead to a violation of a safety goal
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4.2 Scope of the document

I 1. Vocabulary I

2. Management of functional safety
26 Safety management during e concept phase 2-7 Safkety management ater the tem's relsase
Iz'so""'u safety management I Innd 1he product deveiop me nt for production
3.Concept phase 4. Product development at the system level Production and operation
|3-5llm Gefintion ':"f."m"' ';‘lbmbvo' 4-11 Release for producti FT— |
& Oporation, service
|3-0 Inttiation of hhe safety ifecyce (maintenance and repair), and
decommissioning
3-7 Hazard analysis and risk
2 s0s sment
3-8 Functional safety
concept
11 Ver fGation of sotwa re safety
quirements
8. Supporting processes

8-S Interface s within dis¥ buted Geveio pments [8-10 Docume ntason
8-6 SpecAcation and management of safety require monts 8-11 Confidence in the use of software 100l
8-7 Configur aton manag eme nt 812 Qual dcation of softwa re components
8-8 Change mana 8-13 Qual dication of hardware componen is
8-9 Ve nf cation 8-14 Proven in use angument

9. ASiIL-oriented and safety-oriented analyses

yrements O on rea0ect 10 ASKL talonng | [9-1 Analysis of dependent falures

96 Criteria for comestence of olements | |9-8 Safety anaiyses

10. Guideline on ISO 26262

Figure 3: Scope of the document

This document is created based on the requirements given in 1ISO 26262 part 4 and part 6. The
allocation of the requirements covered in this document is given in the referenced deliverables
D2.1.c [5]. The scope of this document is to model a safety relevant item according to 1SO 26262
by using already existing models like EAST-ADL and AUTOSAR.
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4.3 Architectural Overview

The following figure is showing the artifacts that are needed to model safety relevant items in
addition to the already existing artifacts given in the referenced EAST-ADL-model.

Safety Goal (vehicle level) B37]H 4 Analvsi
: < allocated to = Quipuf -f1h azar nalysis
Vehicle feature S and Risk Assessment

(vehicle level)

o
5 allocated to Item Level
|
% J, Item other item
% . other ‘ interactions other
= cor\::)l':ﬁtents allocated to technologies . dependencies —> technologies
E/E interfaces external
te_ch_nollogies measures
allocated fo
\Z
System
System Level System Component
Sensor Controller Actuator
Software Level Software System Hardware System Hardware Level

Figure 4: Item Architecture overview

The ISO 26262 is defined for safety-related systems that include E/E-systems that are installed in
a series production passenger car with a maximum gross vehicle mass up to 3500 kg. Therefore
the item is defined as a sub-system of a vehicle. The following architectural levels shall be
specified for an item in scope of ISO 26262:
1 Vehicle Level:
The vehicle level is defined as the top level of the architecture. It describes the context of
the item as well as the architectural splitting up to different items.
1 Item Level:

The item level describes the functionality of the item as well as the architectural splitting up
to different systems.
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I System Level:

The system level describes the architectural elements of the system. A system contains at
least one sensor, one controller and one actuator. The architectural splitting up of each
sensor, controller, actuator to components is also part of this level. Another part of this level
is the allocation of the different elements to software and hardware components. The
architectural description of the interfaces between the Components is also part of this level.

 Software Level:

The software level contains the architectural splitting up of the software system to software
partitions, software component and software units. The architectural description of the
interfaces between the Software Units is also part of this level.

 Hardware Level:

The hardware level contains the architectural splitting up of the hardware system to
hardware component and hardware parts. The architectural description of the interfaces
between the Hardware Parts is also part of this level.

The SAFE meta-model shall provide the follwing safety extensions and packages as add-on for the
EAST-ADL model.

SAFE-meta-model

(1ISO 26262)
\l/ Safety-Extensions \L J/
Hazard and Safety
Risk Concept Implementation
Extension \L \L T Extension
Error Model Functional | Technical Requirement
Safety Safety Package
Extension Extension ,|

System Software
Package Package

Figure 5: Safety extensions specified for the SAFE meta-model

a 2011 The SAFE & Safe-E Consortium

GEFORDERT VOM

The Eurostars Programme is powered by

@ Bundesministerium <
St .
EUREKA and the European Community fiir Bildung e

und Forschung & ‘A a
] [ -
x4
4
TR

.
EUREKA

12 (70)



SAFE T an ITEA2 project / SAFE-E i an Eurostars project

D3.2.1.d

43.1 Hazard and Risk Safety Extension

Hazard and Risk Safety Extension shall contain all artifacts to model the relevant item information
to derive the hazardous events. Hazardous event is defined as a combination of a hazard with an
operational situation. The item features shall be modeled by the feature model that is part of the

vehicle level defined in EAST-ADL.

Safety Mechanisms that are already known during execution of Hazard Analysis and Risk
Assessment shall not be regarded during classification of the hazardous event. They shall be

provided as input to the functional safety concept.

class HazardandRiskSafetyExtension /

HazardandRiskSafetyExtension

SingleLevelSafetyExtension

+risk 0.+

TraceableSpecification
Hazards::
RiskDescription

+item|0..*
Hazards::Item +actor| 0..*
+ developmentCategory :DevelopmentCategory Identifiable

Hazards::Actor

T
+otherltem 0..*f \

+ formal :String

+ informal :String [0..1]

+operationalSituation | 0..*

TraceableSpecification
Hazards::OperationalSituation

Hazards::ControllabilityReference

+ tableOfValues :String [0..1]

+ function :String

+hazardousEvent|0..

Hazards::HazardousEv ent

Identifiable

+ o+ o+ o+ o+

consequences :String [0..1]
hazardClassification :ASILEnum
exposure :ExposureClassKind

severity :SeverityClassKind
controllability :ControllabilityClassKind

+scope\|/ 1
EastAdIReference
EASTADLReferences::
FeatureModel
+controllability
1.%
Identifiable
+hazard 0..*
Identifiable

Hazards::Hazard

+ formal :String
+ informal :String

Figure 6 SAFE meta-model - Hazard and Risk Safety Extension

Further details according to Hazard Analysis and Risk Assessment see D3.1.1.c [6]
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4.3.2 Functional Safety Extension

Based on the Functional Analysis Architecture (FAA) that is part of the Analysis Level defined in
EAST-ADL, the Functional Safety Extension shall be used to specify specifies the add-on needed
to model the functional safety concept defined in the ISO 26262 part 3 chapter 8

class FunctionalSafetyExtension /

SingleLevelSafetyExtension SingleLevelSafetyExtension

FunctionalSafetyExtension HazardandRiskSafetyExtension::
HazardandRiskSafetyExtension

+requirement| 0..* +safetyGoal
+scope \|/ 1 4 0.* +hazard|0..*
AbstractSafetyRi i t v
EastAdIReference 5 s'rac e Identifiable
) equirements:: A
EASTAI_DLRefer.ences.. Functional SafetyRequirement Hazards::Hazard
AnalysisFunctionType )

- isSafetyGoal :Boolean + formal .Strlng

+ informal :String

Figure 7: Functional Safety Extension

Further Details according to the functional safety concept see chapter 5.1.3
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4.3.3 Technical Safety Extension

The Technical Safety Extension is used as interface to the Design Level defined in EAST-ADL.
This extension specifies the add-on needed to model a specific technical solution that is derived
based on the functional safety concept. It contains the

1 technical safety concept (ISO 26262 part 4 chapter 7)
1 hardware software interface specification (ISO 26262 part 4 chapter 7.4.6)

class TechnicalSafetyExtension /

SingleLevelSafetyExtension

cabstracte
TechnicalSafetyExtension

A A A T ¢

System::
Hardw areSoftw arelnterfaceSpecification

+requirement| 0..*

] AbstractQuantifiableSafetyRequirement
SoftwareSafetyExtension Hardw areSafetyExtension DesignLev elSafetyExtension Requirements::

TechnicalSafetyRequirement

+scope\|/1 +scope\|/ 1 +scope\|/ 1

EastAdIReference EastAdIReference EastAdIReference
EASTADLReferences:: EASTADLReferences:: EASTADLReferences::
DesignFunctionType Hardw areComponentType DesignLevel

Figure 8: Technical Safety Extension

Further details according to the safety relevant content of the technical safety extension see
chapter 5.4.5.3 and chapter 5.4.2

4.3.4 Requirements Package

The requirements package is defined as one part of the SAFE meta-model.
Safety Requirements shall be categorized into different groups:

1 Functional Safety Requirement

I Technical Safety Requirement
1 Software Safety Requirements
1

Hardware Safety Requirements
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Each safety requirement contains a sub-category that specifies the use case of the requirement:

I Quantitative
safety requirement describe for example the hardware architectural metrics

1 Process
safety requirement describe for example safety relevant verification methods

1 Product
safety requirements describe the technical solution specified to fulfill the safety goals

1 Constraint
describe for example architectural assumptions or design constrains given from the higher
level architecture
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+ informal :String [0..1] - ASILD Conflicts
+ stakeholder :String [0..n] - requirementType :RequirementTypeEnum +safetyGoal/|\ * Decomposes
cenumeratiofe
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L SafetyConcept g
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Figure 9: SAFE meta-model safety requirement diagram

Detailed description of the requirements package see D3.1.2.c [7]

Further details according to handling and management of safety requirements according to ISO
26262 part 8 chapter 6 see chapter 8.1.3.2 of this document.
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4.3.5 Error Model

The SAFE meta-model shall implement an error model that contains the artifacts needed to cover
a failure propagation of safety relevant failures identified during qualitative safety analyses
according to ISO 26262. Elements that are needed in addition to the already existing artifacts of

EAST-ADL are covered by the error model of SAFE meta-model.

class ErrorModel /

ci sOf Type ¢

+part

+faultFailureConnector

+internalFault| *

+externalFault

Identifiable
*| Malfunction::MalfunctionPrototype

+externalFailure

. | ¥ genericDescription :String

Identifiable

ErrorModelType::
ErrorModelPrototype

ErrorModelType::
FaultFailurePropagationLink

cinstancny
+effect

cinstancny

Identifiable
Ref &

Ref e

Identifiable
ErrorModel
*ype +behavior
+rootErrorModelType \[/0..1 0..* 0*
TraceableSpecification Identifiable Identifiable
ErrorModelType::ErrorModelType +errorModel cabst ITES rerrorBehavior Mapping emorBehaviomapping
+ errorModelKind :ErrorModelKind 1 ErrorBehavior:: 1 ErrorBehaviorMapping* K .
+ genericDescription :String = NA AbstractErrorBehavior marp'”g
0.*
. _
i 1 Identifiable
+type
P Mapping::

+processFault

+target

- __SinstanceRef fnifaple

0..* Mapping::
MalfuactienMapping

]

+*malfunctionMapping

ErrorModelMapping

+malfunction | 0-*

+type)

Identifiable
Malfunction::MalfunctionType

ci sOf Typeé 1

Figure 10: SAFE meta-model error model diagram

Further details according to failure propagation of safety relevant failures see D3.3.1.b [11].
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5 System Package Specification

This chapter contains the specification of elements that are needed to cover a safety architecture
on system level according to ISO 26262 part 4. Elements that are needed in addition to the already
existing artifacts of EAST-ADL are allocated to the system package of the SAFE meta-model. This
package contains

9 description of Functional Safety Extension
9 description of Technical Safety Extension

1 safety measures and safety mechanisms to avoid, mitigate, detect or control safety relevant
failures

The SAFE meta-model shall provide a solution that contains all relevant information about the
safety relevant item in a consistent way. This can be reached by maintaining traceability between

1 the safety goals analyzed in the Hazard Analysis and Risk Assessment
T the technical solution described in the safety relevant product documentation

I the verification and validation results

5.1 Input needed to start safety relevant product development at the system level

The following information shall be available to start the safety relevant product development at the
system level

51.1 Iltem Definition

An Item is a system or array of systems to implement a function at the vehicle level that is able to
cause harm to people inside or outside the vehicle.

It shall be possible to describe interfaces, interactions and dependencies to other items. The
ISO 26262 is focused on E/E-technologies, therefore the technology used to realize an item shall
be categorized into E/E technologies and other technologies.

The item as well as all external measures that are used as an argument for avoiding a violation of
a safety goal shall be developed in accordance with ISO 26262.

It shall be ensured that the specified external measures are implemented. The evidence of that
shall be part of the safety validation.

The Item Definition shall specify

1 vehicle features and correlated vehicle components that are able to cause hazardous
events during its |ifecycle (e.g. braking

9 item features and correlated item components that are used to realize safety relevant
vehicle features.

the interfaces of the safety relevant vehicle components to the environment
the interfaces of the safety relevant item components to the environment

planned use cases of the item
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1 safety mechanisms realized by safety relevant vehicle components used to realize safety
relevant vehicle features

1 safety measures to handle systematic failures caused by development team members

If an already existing item-architecture shall be reused, the existing interfaces, dependencies and
interfaces shall be analyzed. If the analysis results changes of the existing item, these changes
shall be handled as modification.

Evidence shall be provided that the modification cannot lead to a violation of an already identified
safety goal.

4 Item Definition )
Environment r/r Vehicle -‘\\ Ffltam Amhituch.raq\\n
People inside the People outside the
vehicle wvehicle intaraeins
dapendencios —w Vehicle
non-human nan-hiiman mhrfmcns Componants
alements inside elements outside
the vehicle the vehicle T
realized by
' Usae Cases
= other item
il target market R athe
car up to 3500kg depondencios = Vehicle Features mhmhrﬁ..
operational eetaces
readnetwork situations
. . J
o~ ™
Further available information about the item
e A
h vy

Figure 11: Item Definition

5.1.2 Safety Goals

The Item Definition shall be used as input for execution of a hazard analysis and risk assessment
to identify the safety goals and its safe state.

The specified safety goals on vehicle level to avoid the identified hazardous events shall be
provided as input to create the functional safety concept.

The safety goals shall be
1 described as functional safety requirements and
 allocated to architectural elements of the item.
Further details according to Hazard Analysis and Risk Assessment are described in D3.1.1.c [6].
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5.1.3 Functional Safety Concept

The functional safety concept shall be initially created during concept phase. Based on the
information given in the item definition and the results of the Hazard Analysis and Risk Assessment
the functional safety requirements shall be derived to fulfill the specified safety goals.

The functional safety concept describes

1 safety measures

I fault tolerance mechanisms,

1 necessary driver actions

9 the allocation of the safety measures to the involved architectural elements.

The functional safety concept describes the safety measures that in terms of functional safety are
needed to avoid violation of safety goals. It shall contain assumptions about necessary driver
actions if needed. The safety measures shall be specified by functional safety requirements.

Traceability between the item feature that causes the safety relevant failure and the safety
measures specified to handle the safety relevant failure shall also be part of the functional safety
concept.

System Design Technical Solution

Hazard Analysis and
Risk Assessment

—_—

r = B 3
| System Design Specification | e ~
: (Specification of system features) [ System realized by / Architectural Elements \\
| | Constraints || Requirements : Features : . |
L | | Vehicle :
__________________ I |
A T ' v |
consistent to allocated to I Item l
\' I :
Functional Safety Concept : ﬁl—\b [
|
| other EIE |
: technology technology |
satisfy Safety |
SafetyGoal Mechanisms : ‘l’ |
| | Architectural System l
| Elements :
- | |
(2 | l
! | Vo
3le | |
' |
Safety Analyses | Sensor Controller Actuator I
I — AR 4--—--- |
| : | : | SW System SW System SW System :
: Hazardous | lead 1o ! random hardware | caused ! |
| Events i i failure | by I HW System HW System HW System |
|
| | | : \ /
|l | | I N y
J |

Figure 12: Functional Safety Concept

5.1.3.1 Safe State

A safe state in the scope of ISO 26262 is defined as operating mode of an item without an
unreasonable level of risk. That means the item does not show any of the already identified
unintended functions that are able to lead to an identified hazardous event.
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5.1.3.2 Fault Tolerant Time Interval

The functional safety concept shall describe the safe state for the specified safety goals. In addition
to the safe state the time interval shall be specified starting with the occurrence of the safety
relevant failure and ending with the transition to the safe state. This time interval is defined as fault
tolerant time interval.

safety relevant

fault
Safe State
(Item) hazardous
event
Fault Detection

Normal Safe State | Safe Stat

- . dre ate are ale

Operation Fault Reaction |~ " Uehicle)
Diagnostic test interval Fault reaction
time interval

Fault tolerant time interval (ltem)

Fault tolerant time interval (vehicle)

Figure 13: Fault Tolerant Time Interval

If it is not possible to reach the safe state within the defined fault tolerance time interval, a system
reaction shall be specified, that is valid for a further time interval. The system behavior for this
additional time interval is called warning and degradation concept. The system reaction that is
allowed during the warning and degradation time interval shall be specified by safety requirements.
These safety requirements shall be allocated to the architectural elements that are used to realize
the system reaction specified by the safety requirements.

5.1.3.3 Fault tolerance mechanisms

A fault tolerance mechanism describes the item functionality in the case that a fault does not lead
directly to the violation of one or more safety goals and which maintains the item in a safe state
(with or without degradation);
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5.1.3.4 Warning- and Degradation Concept

The warning- and degradation concept is the specification of how to alert the driver of potentially
reduced functionality and of how to provide this reduced functionality to reach a safe state.

It is valid for the time interval that is needed to bring the system to the safe state with the defined
restrictions of the system behavior. The warning and degradation concept shall be part of the
functional safety concept, if needed.

The warning- and degradation concept shall contain:
9 the transition to a safe state
9 recovering from a safe state.
9 fault detection and failure mitigation by switching to a safe state
9 driver warning in order to reduce the risk exposure time to an acceptable interval

The specification of the warning and degradation concept and the necessary actions of the driver
and other persons who are potentially at risk shall be used as input for the user manual of the item.

————

/ valid within the fault tolerance time intervall (FTTI) \

contains

Functional Safety Concept ——— >  Safety Measure

described by

contains

_——— e -

Functional Safety
\ Requirement

~_——— —_———— — —

nonfulfillable
S — Requirements
(within the FTTI)

Warningand
Degradation Concept

valid, if the safe state cannot be reached within the fault
\ tolerance time intervall /

e

Figure 14 : Warning- and Degradation Concept

5.1.3.5 Necessary Driver Actions

In the case that the driver or any other person at risk has to execute any action to reach the
determined safety goal these actions shall be specified in the functional safety concept. To inform
the driver or the person at risk a driver warning shall be specified by an adequate media (e.g.
engine malfunction indicator lamp, ABS fault warning lamp).
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The driver action shall be allocated to the corresponding safety goal and the architectural elements
that are involved to ensure Traceability.

5.1.3.6 Safety Validation Criteria

The safety validation criteria shall be
part of the safety concept.
specified based on the functional safety requirements.

refined based on the technical safety requirements.

5.1.3.7 Safety Measure

Safety Measures are specified to satisfy the derived Safety Goals. They shall be specified in the
functional safety concept to reduce or mitigate the safety relevant failures to a reasonable level of
risk.

Safety measures are defined as process activity or technical solution to handle safety relevant
failures. Safety measures are described by

1 functional safety requirements,

1 quantitative safety requirements
1 process safety requirements.
1

requirements according to production, operation, service and decommissioning instructions,
if needed to satisfy at least one allocated safety goal

Safety measure used to handle random hardware failures shall contain
1 Specification of transitioning to a safe state;

9 arbitration logic to select the most appropriate control request from multiple requests
generated simultaneously by different functions

reference to the safe state that is defined for this safety measure

reference to the operating modes that are considered during specification of the safety
measure

1 emergency operation if applicable
9 considered functional redundancies

Safety measure used to handle systematic failures shall contain the reference to the safety activity
(e.g. verification of Functional Safety Concept)

Further details according to safety activities see chapter 8.1.
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The following figure is showing the two different kinds of safety measures and their meta-model
allocation:

( ~
Safety Measure
Safety
Safety Activities > Mechanisms
[x.y]l Functional Safety | [x.y] QuantitativeSafety verify 3
Management Analysis [ effectiveness l/ ealicediby

[x.y] Qualitative Safety
Analysis

k | | |

Technical Solution

[x.y] Supporting Processes

I |
avoid, mitigate identify detect, mitigate
A2 ]
safety relevant failure
SAFE-E meta- systematic fallure random_hardware SAFE meta-
model | falllt"e model
caused by caused by
Development Team \l/
Architectural
Elements
/
Deve\;irr:ebr::eam Item

Architecture

Figure 15: Safety Measures

5.1.3.7.1  Safety Activities

Safety Activities shall be specified by process safety requirements or quantitative safety
requirements to avoid or mitigate systematic failures. They shall be integrated in the safety-
relevant work product safety plan.

The specification of the sequence flow of the safety activities throughout the safety lifecycle is part
of the process model. The first proposal is defined in D3.7.a [15] provided in the SAFE-E project.

5.1.3.7.2  Safety Mechanism

Safety mechanisms shall be specified as add-on to the technical solution defined in the system
design.

Safety mechanisms shall be specified by technical safety requirements derived from the functional
safety requirements to fulfill the safety goals identified during hazard analysis and risk assessment.

Safety Mechanisms can be used to achieve different targets. These targets shall be defined for
each safety mechanism by selecting one of the following categories:

9 for detection, indication and control of faults caused inside the system/Item.

9 for detection, indication and control of faults caused by external devices that have influence
in the system/ltembs behavior.

to enable and achieve or maintain the defined safe state
to implement the warn- and degradation concept

The safety mechanism shall be allocated to the corresponding architectural element in the item
architecture.
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Safety mechanisms that are already implemented in the item or planned to be implemented in the
item shall not be considered during categorization of hazardous events caused by the item. These
safety mechanisms that are already known during execution of hazard analysis and risk
assessment shall be described by safety requirements. The safety requirements shall be part of an
initial version of a functional safety concept.

The I1ISO 26262 describes different kinds of safety measures:
9 a safety activity to avoid or control systematic failures
9 a technical solution to detect or control random hardware failures
9 atechnical solution to mitigate the harmful effects of random hardware failures

During the derivation of functional safety requirements the preliminary architectural assumptions
shall be taken into account.

It shall contain assumptions about necessary driver actions if needed to comply with at least one of
the specified safety goals. It shall be available to start derivation of Technical Safety Requirements.

Safety mechanisms to achieve or maintain the safe state

Safety mechanisms that are specified for achieving or maintaining the safe state shall have the
following attributes:

Transition to safe state
Fault tolerant time interval
Emergency operation interval, if the safe state cannot be reached immediately

Measures to maintain the safe state

= =4 -4 A A

behavioral description to achieve or maintain the safe state.

0 operation modes

o functional redundancies

o safe state

o ftransition from the hazardous event to the safe state

o allocation to the corresponding warning and degradation concept, if needed

Safety mechanisms to avoid latent faults

Safety mechanisms, that are able to prevent identified multiple-point faults from being latent, shall
be specified.

A latent fault in the scope of 1ISO 26262 is defined as multiple-point fault whose presence is not
detected by a safety mechanism nor perceived by the driver within the multiple-point fault detection
interval.

5.2 Item Level

In the scope of ISO 26262 an Item is defined as a system or array of systems that contains E/E
technology. It is used to implement features at vehicle level that is able to cause harm to people
inside or outside the vehicle.
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5.2.1 ltem Views

The item level shall contain different views:
- Item Element View
- Item Failure View

- Item Feature View

Figure 16: Item Views

5.2.1.1 Item Element view

The item element view shall contain all architectural elements that are used to realize the identified
safety relevant item features.

The item element view shall contain the interfaces between the architectural elements of the item.

The Item element view shall contain the allocation between the architectural elements of the item
and item features.

The item element view shall contain the interfaces between the item and its environment.

5.2.1.2 Item Features view

The item feature view shall contain all identified safety relevant features of the item.
The item feature view shall contain interfaces between the safety relevant features of the item.

The item feature view shall contain the allocation between safety relevant item features and the
architectural elements used to realize the safety relevant item features.
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